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To transfer money over the Internet

Methods of traditional payment

Check, credit card, or cash

Methods of electronic payment

Electronic cash, software wallets, smart cards, and
credit/debit cards

is digital cash minted by third-party

E-PAYMENT SYSTEMS



Atomicity

Money is not lost or created during a transfer
Good atomicity

Money and good are exchanged atomically
epudiafion

ole in the transaction

REQUIREMENTS FOR E-PAYMENTS



Universally accepted
Transferable electronically
Divisible

Non-forgeable, non-stealable

No known system satisfies all.



E-cash
Electronic wallets
Smart card

edit card

TYPES OF E-PAYMENTS




Primary advantage is with purchase of items less than $10

Credit card transaction fees make small purchases
~f1 O D e




1. Consumer buys e-cash from Bank
2. Bank sends e-cash bits to consumer (after
charging that amount plus fee)

3. Consumer sends e-cash to merchant
4. Merchant checks with Bank that e-cash
alid (check for forgery or fraud)

ash is valid

Consumer still has (invalid) e-cash
Consumer



E-cash must allow spending only once

Must be anonymous, just like regular currency

ust be in place to prevent counterfeiting

sferable regardless of



On-line
Individual does not have possession personally of
electronic cash
Trusted third party, e.g. online bank, holds
customers’ cash accounts

Off-line

TWO STORAGE METHODS




Advantages
More efficient, eventually meaning lower prices
Lower transaction costs

Anybody can use it, unlike credit cards, and does
not require special authorization

Disadvantages

ike regular cash

ADVANTAGES AND
DISADVANTAGES OF
ELECTRONIC CASH



Complex cryptographic algorithms prevent
double spending

Anonymity is preserved unless double spending is
attempted

Serial numbers can allow tracing to prevent
1oney laundering

ole spending, since the

ELECTRONIC CASH SECURITY



Goal

to have the bank sign documents without knowing
what they are signing.




How? =
Basic: Sign anything

2. Send it to the ba

3. The bank signs the message and returns it

4. You decrypt the signed message

5. You spend it




Problems
The bank honors anything | write down
Solution: the Cut-and-choose algorithm

2. The bank requests the keys for and opens n - 1 of them, and verifies them. It
then signs the remaining one.

3. The bank sends back the signed message, which can then be
decrypted and spent




Protocol #1
Protocol #2
Protocol #3

ANONYMOUS DIGITAL CASH®




Detecting Double Spending

Lock with
consumer
information

Lock with
consumer
information

FIGURE 7-3

Merchant 1
adds info

Merchant 2
adds info

Lock with
consumer
information

Lock with
consumer
information

Detecting double spending

Lock with
consumer
information

¢
‘\ . “’

- -
- COnsumer _

 information

-~ w




E-cash not popularin U.S., but successful in Europe and
Japan

Reasons for lack of U.S. success not clear
Manner of implementation too complicated

Lack of standards and interoperable software that will run easily
on a variety of hardware and software systems

PAST AND PRESENT E-CASH
SYSTEMS



Checkfree

Allows payment with online electronic checks

Clickshare

Designed for magazine and newspaper publishers

Miscast as a micropayment only system; only one

P, who in furn bill

PAST AND PRESENT E-CASH
SYSTEMS



CyberCash
Combines features from cash and checks

Offers credit card, micropayment, and check payment services

Connects merchants directly with credit card processors to
orovide authorizations for transactions in real time

ing prevent insufficient e-cash to pay for




DigiCash
Trailblazer in e-cash

Allowed customers to purchase goods and services using
anonymous electronic cash

ecently entered Chapter 11 reorganization

uter is used o



Used when individual fransactions are too small for credit

card (e.g. $2.00)

Consumer and Merchant sign up with Aggregator

or makes purchase. Merchant notifies Aggregator.

ount. When amount




MilliCent
Developed by Digital, now part of Compaq
Electronic scrip system

Participating merchant creates and sells own scrip to broker at a
discount

mers register with broker and buy bulk generic scrip,

r scrip to vendor-specific




Stores credit card, electronic cash, owner
Idenftification and address

Makes shopping easier and more efficient

Eliminates need to repeatedly enter identifying
information into forms to purchase

Norks in many different stores to speed checkout

online merchants to

7~

ELECTRONIC WALLETS



An Electronic Checkout Counter

Fisase Tl in the informalion belowy, Bems in red ane required 1or US 10 process your order, Wou
can submi this 1orm onine, oF iT y0u Bng: CoNCned ahoul oniine: SeCUnty, you can Call our
Cuslomer Service dopartment o 1 -S00-468-5848 (or 408-325-T000 for orders oniginating oulskde
v LIS mndd o your oeder over the phone. Our Customer Service hours are G 00AM untl
SO00FM, IMonclry thnpiagh Friday, Pacilic Standard Tims.

W are currently experiencing shipping deloys of up to 84 hours. For faster deliveny,
Mease place your order with our Customer Service Department af 1(200)468-5846. We
apologize for any incovenience this may cause.

Erder your el address Nobe that ol seder canfrmabions, crder
Iracking, ele is emaded 16 this sddress. Pleats double check your &.
il address; this is our only means of communicating with you
regarding your order.

e[

Step 4: Billing Address
Fiense give us your biling acdress and contact informabon.
First Name |—
Lzt Name |—
comgey [

Stale Stalm of Provincs I s I
PPy priviipdrles IpFostal Code
Loy LFEA I
P I Fa

FIGURE 7-9 A typical electronic checkout
eounter form

Form




Agile Wallet
Developed by CyberCash
Allows customers to enter credit card and identifying information

once, stored on a cenftral server

Information pops up in supported merchants’ payment pages,
allowing one-click payment

upport smart cards or CyberCash, but company




Microsoft Wallet

Comes pre-installed in Internet Explorer 4.0, but not
in Netscape

All information is encrypted and password
protected

erchon’r directory shows
Microsoft Wallet

ELECTRONIC WALLETS



Credit Card Information

FIGURE 7-10

WIS (s’ Visa

Enter your credit card information and accept or change the display

r— Credit card information
MNarne on the cand;

E »piration date;

|Dtis T. Toadvine

Nurnber:

|6/2002

12 fsfs ~[sfe 2 -Ja[sfo -Ja]z]s

Some older cards have only 12 digits. If your card has only 13

diaitz, check the box below.
v Orly display 13 digits

i~ Display name

The display name represents this credit card [i.e., Dad's

Perzonal Yisa, Dad's Work Vizal

| Otis' Visa

Entering credit card information into Microsoft Wallet




World Wide Web Consortium (W3C) is attempting to
create an extensible and inferoperable method of
embedding micropayment information on a web page

xtensible systems allow improvement of the system without
iNg previous work

al payment options to insure




Client (consumer’s web browser) initiates micropayment
activity

Client browser includes Per Fee Link Handler module and
one or more electronic wallets

New HTML tags will carry micropayment information

W3C ELECTRONIC COMMERCE INTEREST
GROUP (ECIG) DRAFT STANDARD
ARCHITECTURE



W3C Proposed Micropayment HTML Tags

Fichl Nami:
merchanturl

merchantname

textlink

imagelink

duration

longdese

requesturl

cxpiration

speeifle field

FIGURE 7-11

Short Deseription

ldentifies the merchant site
Specifics a merchant designation
ldentifies what the elient is buving

Textual deseription of what the client
is barving. The text source of the fee
link.

Ciraphical deseription of what the
client ig having. The graphic source
of the fee (textlink provides
a textual cquivalent of the image for
accessibility).

Specifics amount and currency

Inclicates the time after purchiase any
URL ean be retrieved with payment

Deseribes in details the content of
whiat the client is buving

ldentifies what the client is sctually
requesting

Indicates a date until which the offer
from the merchant is valid

Provides information unlgue o each
RVITIENT Svsiem

Format

LIRL.

character siring
relative [THL

character string

character string

integer numbser

character string

renltive URL

character string:
YYYY-MM-

D Thb:mm:ssTED

URL and character

sLring

WAL proposed micropavment HTML ags

Requirements
MUST be provided
MAY be provided
MUST be provided

MUST be provided

MAY be provided

MUST be provided

SHCHILLY b prowided

SHOUTLLY be provided

MAY be provided

MAY be provided

MAY be provided




Electronic Commerce Modeling Language
(ECML) proposed standards for electronic wallets

Companies forming the consortium are America
Online, IBM, Microsoft, Visa, and MasterCard

Ultimate goal is for all commerce sites to accept
ECML

Unclear how this standard will incorporate privacy
andards W3C set forth

THE ECML STANDARD



Providing payment and order information to merchants while
shopping online is typically a manual consumer process

27% of online buyers abandon orders before check-out due to
the hassle of filling out forms

o standard way for identifying the specific data
must provide to merchants during an

1 Jupiter Communications



Creating a standard approach for the exchange of information will
enhance the ability for digital wallets to be used at all merchant sites
and therefore facilitate the growth of e-commerce

ECML is a universal, open standard for digital wallets and online
merchants that facilitates the seamless exchange of payment and
er information to support online purchase fransactions

o start; will evolve over time




min min

field field
field names length field names length
Ecom_ShipTo_Postal Name_Prefix 4 Ecom_ReceiptTo_Postal Name_Prefix 4
Ecom_ShipTo_Postal Name_First 15 Ecom_ReceiptTo_Postal Name_First 15
Ecom_ShipTo_Postal Name_Middle 15 Ecom_ReceiptTo_Postal Name_Middle 15
Ecom_ShipTo_Postal_Name_Last 15 Ecom_ReceiptTo_Postal Name_Last 15
Ecom_ShipTo_Postal Name_Suffix 4 Ecom_ReceiptTo_Postal Name_Suffix 4
Ecom_ShipTo_Postal_Street_Linel 20 Ecom_ReceiptTo_Postal_Street Linel 20
Ecom_ShipTo_Postal_Street Line2 20 Ecom_ReceiptTo_Postal Street Line2 20
Ecom_ShipTo_Postal_Street_Line3 20 Ecom_ReceiptTo_Postal_Street_Line3 20
Ecom_ShipTo_Postal City 22 Ecom_ReceiptTo_Postal_City 22

Ecom_ShipTo_Postal_StateProv Ecom_ReceiptTo_Postal_StateProv
ShipTo_Postal_PostalCode Ecom_ReceiptTo_Postal PostalCode
Ecom_ReceiptTo_Postal_CountryCode
Ecom_ReceiptTo_Telecom_Phone_Number
com_ReceiptTo_Online_Email




The ECML Alliance seeks widespread support for and adoption of the
ECML standard

ECML is publicly available today and can be easily implemented by online
merchants, e-commerce technology vendors, and other interested parties

www.ecml.org - the official web site of ECML

oeen enthusiastically endorsed by several e-commerce industry
bllowing leading online merchants:
- beyond.com

- Dell Computer
- fashionmall.com - Reel.com

- healthshop.com - 1-800-Batteries



Magnetic stripe @;mmw
| G096 19194008 i
140 bytes, cost $0.20-0.75

Memory cards

KB memory, no processor, cost $1.00-2.50




Plastic card containing an embedded microchip
Available for over 10 years

So far not successful in U.S., but popular in Europe,
stralia, and Japan

tly because few card readers




Ticketless travel

Seoul bus system: 4M cards, 1B transactions since 1996
Planned the SF Bay Area system
Authentication, ID
' rds




Advantages:
Atomic, debt-free tfransactions
Feasible for very small fransactions (information commerce)
(Potentially) anonymous
Security of physical storage
(Potentially) currency-neutral

Disadvantages:

Low maximum transaction limif (not suitable for B2B or most

not suitable for C2C)

ADVANTAGES AND
DISADVANTAGES OF SMART CARDS



Holds and dispenses electronic cash (Smart-card based,

stored-value card)
Developed by MasterCard International

Requires specific card reader, called Mondex terminal, for
nant or customer to use card over Internet

mall as 3(: and works both




Mondex Smart Card Processing

INTERNET MONDEX
. User opens account
and receives smart card

. User downloads tokens
onto card

. User inserts
card in reader

. Tokens are
transferred from
user card to vendor

. Goods delivered

3. Vendor redeems tokens

FIGURE 7-12 Mondex smart card processing




Here's what happens "behind the scenes" during @
Mondex transaction between a consumer and merchant.
Placing the card in a Mondex terminal starts the
transaction process:

Information from the customer's chip is validated by the
merchant's chip. Similarly, the merchant's card is validated
by the customer's card.

The merchant's card requests payment and transmits @
“digital signature” with the request. Both cards check the
authenticity of each other's message. The customer's card
checks the digital signature and, if satisfied, sends
acknowledgement, again with a digital mgno’rure

ne purchase amount has been deducted from
alue added to the merchant's
s card s checked by the

MONDEX TRANSACTION



Disadvantages
Card carries real cash in electronic form, creating the possibility of theft

No deferred payment as with credit cards -cash is dispensed
immediately

Security
Active and dormant security software

Security methods constantly changing




Credit card

Used for the majority of Internet purchases

Has a preset spending limit

Currently most convenient method
expensive e-payment mechanism

% of fransaction value




Merchants must set up merchant accounts to accept
payment cards

Law prohibits charging payment card until merchandise is
shipped

tion requires:



Processing a Payment Card Order

merchant Web site

merchant
bank

FIGURE 7-13 Processing a payment card order




Closed loop systems

Banks and other financial institutions serve as brokers
between card users and merchants -- no other institution is

are examples




Merchant bank

Also called acquiring bank

Does business with merchants that want to accept
payment cards

Merchant receives account where they deposit
es totals

ited to merchant’s

SETTING UP MERCHANT
ACCOUNT



Can be done automatically by software
packaged with electronic commerce software

Can contract with third party to handle payment

card processing

Can also pick, pack, and ship products to the

s ONn web presence and

PROCESSING PAYMENT
CARDS ONLINE



CREDIT CARD PROCESSING

—

CUSTOMER PAYS
EY CREDIT CARD

v/

PRINCIPAL BANK SENDS
TRANSACTION BACK TO

MERCHAMNT. ENTIRE
PROCESS
TAKES 5-15
SECONDS

&

ISSUING BANK APPROVES,
DECLIMES SENDS
TRANSACTION BACK TO
PRINCIPAL BANK

ERETIn ‘ PRINCIPAL BANK SENDS

R T0 A5 PPL ALSO KNOWHN AS
ISSIJEDTIEF:REIJIT HEI.F.H?' THE ACOUIRING BANK, THE
CARD TOYOUR BANK BANK THAT UNDERWRITES
CUSTOMER YOUR MEREHANT

THINK OF THIS,

ACCOUNT

SOURCE: PAYMENT
PROCESSING INC.



Infernetsecure
Provides secure credit card payment services

Supports payments with Visa and MasterCard

Provides risk management and fraud detection,
and ensures all proper security for credit card
9 ions is maintained

> properly credited to

PAYMENT PROCESSING
SERVICES



Tellan

Provides PCAuthorize for smaller commerce sites and
WebAuthorize for larger enterprise-class merchant sites

ure credit card information from the
irectly to the bank network



|IC Verify

Provides electronic transaction processing for
merchants for all major credit and debit cards

Also allows check guarantees and verification
transactions

A CyberCash company

inks merchants with

PAYMENT PROCESSING
SERVICES




Jointly designed by MasterCard and Visa with

backing of Microsoft, Netscape, IBM, GTE, SAIC,
and others

Designed to provide security for card payments as
avel on the Internet

ocket Layers (SSL) protocol,
in addition to




THE SET PROTOCOL

1. Customer browses
and decides to purchase.

2. SET sends order and payment information

. Merchant

6. Ban
authorizes  captures

9. Issuer sends credit card
transaction.

bill to customer.
infarmation

to bank.

4. Bank checks with
issuer for payment
authorization.

5. Issuer authorizes
payment.

Merchant’s bank

Customer’s bank (“issuer”)

The SET protocol coordinates the activities of the customer,
merchant, merchant’s bank, and card issuer. [Source: Stein]



SET-protected payments work like this:

Consumer makes purchase by sending encrypted financial
information along with digital cerfificate

site ’rronsfers the information to a payment
Certification Authority



Merchant’s bank

Customers Merchants

All parties hold certificates signed directly or
indirectly by a certifying authority. [Source: Stein]




Extremely secure
Fraud reduced since all parties are authenticated
Requires all parties to have certificates
far has received lukewarm reception

Ivities are in Europe and Asian countries
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