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Learning outcomes

Skills

Identify blockchain characteristics in a given setting iste

Analyse existing blockchain applications according to a given context st
Critically evaluate cryptography features to a blockchain application st
Identify crucial security attributes in a blockchain

Differentiate decentralized autonomous systems, such as distributed ledgers suitable to a
given blockchain application




Learning outcomes
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Smart Contract Theory and architecture
Architectures and decentralized autonomous systems

Smart contract application

Existing blockchain applications, related structures and architectures
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Skills

Select consensus algorithms suitable for spe
Formalise and assess smart contracts adequate to given blockcha
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Introduction

“To understand the power of blockchain systems, and the

things they can do, it is important to distinguish between

three things that are commonly muddled up, namely the

bitcoin currency, the specific blockchain that underpins it
kchains in general.”




2. Distinction between databases and blockchain ledgers

ital sisnatures




Blockchain terminologies

o Aka DLT (Distributed Ledger Technology) - rudimentary shared
accounting system




Blockchain terminologies

In fact, the blockchain is more than a technology, it
o Usually contains financial transactions
o Is replicated across a number of systems in almost real-time

s cryptography and digital signatures to prove identity,
ead/write access rights

t only certain
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Blockchain terminologies

Nodes
aggregate
validated
tfransactions
info Blocks

Nodes Block

Broadcast Consensus “ reflec’nn% :
Blocks to rotfocol used frue stare™ is
P chained to

each other L | prior Block




Transaction & blocks




Blockchain terminologies

Block 20 Block 21 Block 22
Fact B Fact C Fact E
Fact D Fact F Fact G
Fact A Fact H Fact |




Mining

Chinese miner

US miner

Australian miner

MNode 281

Node 722
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Block 23
Fact H
Fact J
Fact K

Block 23
Fact H
Fact J
Fact K

Block 23
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Fact J
Fact K




Tx #302939

0,00002 BTC/Byte

TX #329832
size: 200 KB

fee:0.01 BTC

0,00005 BTC/byte

which transaction
should | add to my block?




Blockchain terminologies

o A fork is the creation of an ongoing alternative version of the
blockchain, by creating two blocks simultaneously on different parts
of the network. This creates two parallel blockchains, where one of

is the winning blockchain.




BLOCK 51

Proof:
0000987u

Previous block:

0000432b

Transaction
1KJEI3SG

Transaction
TZ8ABAJ3

Transaction

Transaction
AEZKERE4

BLOCK 52

Proof:
0000572r

Previous block:

0000987u

Transaction
2RTYI456

Transaction
RT8FBAX3

Transaction
CADK4T53

Transaction

BLOCK 53

Proof:
00002400

Previous block:
0000572r

Transaction
EKCVI6ESU

Transaction
TZ358RCJ3

Transaction
JDBTYEGN

Transaction
KZ9ZJEB9

BLOCK 54

Proof:
00008jetrd

Previous block:

00002400

Transaction
UZG82Ho2

Transaction
JZBUZ828

Transaction
H82HZ899

Transaction
32IH2HZ29

BLOCK 54

Proof:
0000s1900

Previous block:

00002400

Transaction
UZG82Ho2

Transaction
JZBUZ828

BLOCK 55

Proof:
00008jsbu

Previous block:

00008jetrd

Transaction
HSH2993H

Transaction
ZJNIZH9Z

Transaction
BHI921ZD

Transaction
JsoJ2J2s

BLOCK 55

Proof:
00009ks0

Previous block:

000051900

Transaction
HSH2993H

Transaction
ZJNIZH9Z

Transaction
BHI921ZD

Transaction
JsoJ2J2s

BLOCK 56

Proof:
00009jsn

Previous block:

00009ks0

Transaction
HSH2993H

Transaction
ZJNIZH9Z

Transaction
BHI921ZD

Transaction
JsoJ2J2s




Blockchain terminologies

Crypto currency, first asset based on Blockchain
sed for drug/weapons e-commerce, ransom ware
ation, store of value

“What is is an electronic payment system based on

cryptographic proof instead of trust, allowing any two willing parties
to transact directly with each other without the need for a trusted

third party.”

Satoshi Nakamoto - October 31st, 2008



Obitcoin
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Blockchain terminologies

Header
(It is hashed twice to create the fingerprint
which is referred to in the next block)

Transaction count
(How many transactions are in the block,
including the coinbase transaction)

Block content

Coinbase Bitcoin
fransaction fransactions




Bitcoin Height

Block time 2017-01-19 09:32:58

- Block Header : includes Technical Trades sum 5,340.87080329 BTC
data, Previous block hash, Merkle Root, ke el
Timestamp, Difficulty target, Nonce. Difficulty 336,899,932,795.81
Here is an example: Fee 0.41239300 BTC

Hash 0000000000000000000dbe2853f4939baad 1f09d086fabB8a0105d79378bI7G29
Version 127

Confirmations 1

Merkle root a4772effBBchef45bbab32d31730Mb42eaddBd05d02eab2beb33316bd3fb 197

Prev block hash 000000000000000001 527808984 5eaad 1753e61a0f97c54b364325car 4a6275

Size 947.32 kB

Coin days destroyed 2813959




Bitcoin

- Block content : Transaction Flow

Mining Coinbase Regular Address to Address Transaction

Walled Transactian

0.5

Change back to sender’s wallet




Bitcoin

- Block Transaction example:

coinbase  86c3532df82e5746611cb640fd2482b8c0794fe3c0c1ea5bb4a2bea2317db293

Newly generated coins

34ae7288e0d245f0c1642¢c726¢71aa72156923dbf16a1fa6f7aba6493f7290d1

1Ku2pakKQx4Syy2dx6x7wkUSxRpgriU1oyq -3.4871

b2b8f254c9af388cead 7cd63ad7856b70ce976c6ce5e89516¢c4fcb8315fc0e8c

1JE5db6FabSg8cpw1VKviShsXU4vgiQhJW -2.3862

3NA8hsjfdgVkmmVS9moHmkZsVColLxUkvvv
NONSTANDARD

Fee:
Transaction sum:

1NYHREgzVYoA38Zv6tdpcHSkn9bpVRreWy
1JE5db6FabSg8cpw1VKvi9hsXU4vgiQhJW

Fee:
Transaction sum:

1ANyp8aNehCJ29fDevmEPwWEFFmMXZ2eRoym
1FmMiZLGEP7WvQSvJgZXNNDc8EUdZ9zTqVr

Fee:
Transaction sum:

12.91239309
0

0.00000000
12.91239309

1.1
2.3862

0.00090000
3.48710000

1.1
1.2853

0.00090000
2.38620000
Image sou




Bitcoin

Kchain terminologies

T4

Raob opens his
bitcoin wallet...

Mining is the computational process of
calculating a certain hash.

0000314 e 311031 1d001 511aT4THET 14Ba4T1 44 Teo S Teadide 1 2dodded

scans/copy
Laura's address...

AN

fills the amount
and the fee...

%

and sends!

N

Mining time!

New bitcoins
are created!

Miners include the
transaction in the next
block to be mined

The transaction is
propagated and validated
by the network nodes

The wallet signs
the transaction using
Rob's private key

The miner who salves
the Proof of Work propagates
the new block to the network

The nodes verify
the result and
propagate the block

Laura sees the
first confirmation

New confirmations
appear with each new
block that is created

By Patricia Estevao



Blockchain terminologies
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o Proposed in late 2013 by Vitalik Buterin (cryptocurrency researcher
and programmer)

o Online crowdsale during summer 2014
o Bitcoin on steroids!

anyone can upload programs to
ent and all
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Blockchain terminologies

2

o Decentralised app platform (dapps)
o Transaction & smart-contracts ledger

o Based on the Ethereum Virtual Machine
(EVM)

o Cryptocurrency called ether (ETH)

Station

CENTRALIZED DECENTRALIZED DISTRIBUTED
(a) (8) : )

FIG. | — Centralized, Decentralized ond Distributed Networks




Ethereum

Interaction between human and objects.
Possible application of punishments
Definitions can be interpreted (trial)

(semi-) manual

data recollection




Blockchain terminologies
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Program execution
(Only one interpretation)
Not reversible, autonomous
Execution

Software Real time
program Immutable

\ ” Contract/Audit 1/

(Control) ] I
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every business in the 2020s By Steve Brown.
Bank 4.0: Banking Everywhere, Never at a Bank By Brett King.

. The World of Digital Payments: Practical Course By Pavlo Sidelov.
. The PayTech Book Edited by a team of Susanne Chishti.
. The Future Is Faster Than You Think: How Converging Technologies

Are Disrupting Business, Industries, and Our Lives By Dr. Peter H.
Diamandis.

. Advances in Financial Machine Learning By Marcos Lopez de Prado

Financial Services Revolution: How Blockchain is Transforming
anking By Alex Tapscott.
ity Tokens Change



