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Distinction between databases and blockchain ledgers
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Distinction between databases and blockchain ledgers
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@

Databases have admins & centralized
control

No on is the admin or in-charge

Only entities with rights can access
database

Anyone can access (public) blockchain

Only entities entitled to read or write
can do so

Anyone with right proof of work can
write on the blockchain

Databases are fast Blockchains are slow

History of records & ownership of
digital records

No history of records & ownership of
digital records




Cryptography, hash functions and digital
signatures

© : the encryption and decryption of data
o 2 main cryptographic concepts used in Blockchain:
- Hashing
- Digital Signatures

ion that are widely used:

Symmetric Asymmetric
cryptography cryptography

Same password to one password to encrypt, Maps to fixed size
encrypt & decrypt the other to decrypt

2 ways function Passwords come by pair 1 way function
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Asymmetric
Encryption

Asymmetric

Encryption
(RSA 1024)

Asymmetric
Encryption
(secp256k1)
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Address

#| Assets Assignments
1| Amount in bitcoins | Address
2| Amount in bitcoins | BAFEss

Private Key

Public Key Signature

#| Assets References | Assets Certifications
1| TrXID | #0utput | Public Key |

2| TrxlD | #0utput | Public Key | Signature
3| TrxlD | #0utput | Public Key | Signature

#| Assets Assignments
1| Amount in bitcoins | Address
2| Amount in bitcoins | Address



Consensus components

o Byzantine fault tolerance (BFT): the dependability of a fault-
tolerant computer system, particularly distributed computing
systems, where components may fail and there is imperfect

whether a component has failed.




Consensus components

o The objective of BFT is to defend against failures of system
components with or without symptoms that prevent other
components of the system from reaching an agreement among

ere such an agreement is needed for the correct




Consensus components

o One example of BFT in use is bitcoin. The bitcoin network works in
parallel to generate a blockchain with proof-of-work allowing the
system to overcome Byzantine failures and reach a coherent global
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Blockchain structure

Anonymous Client
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TRUSTED Administrator

SERVER
+

DATABASE
Logged Client




Blockchain structure

Pseudonymous
Client

Pseudonymous
Client

Pseudonymous
Client




Blockchain structure

BLOCK #0

Hash:

0FRZjAZe8fZIXesUqyhDDw

Previous block:

0

The Times 03/Jan/2009
Chancellor on brink of second

bailout for banks

BLOCK #1

Hash:
0xm92MjUndY2rCy+GBhwYg

Previous block:
OFRZjAZe8fZIXesUqyhDDw

Secured text 1

BLOCK #2

Hash:
0yrMV6FhvxI3YC0sS7UmKQ

Previous block:
0xm92MjUndY2rCy+GBhwYg

Secured text 1

BLOCK #3

Hash:
0fNfFzAgINhG8Qhx9LoN1g

Previous block:
0yrMV6FhvxI3YC0sS7UmKQ

Secured text 1

BLOCK #4

Hash:
0L5s8KylsfessB1wiNhe+A

Previous block:
0fNfFzAg9NhG8Qhx9LoN1g

Secured text 1




Consensus components

o There mainly three types of Blockchains that have emerged after
Bitcoin introduced Blockchain to the world.

v Public Blockchain:
can participate in reading/writing/auditing the




Consensus components

v Private Blockchain:

a private property of an individual or an organization, there is one in charge of
important things such as read/write or whom to selectively give access to read
' ankchain)




Consensus components

o There mainly three types of Blockchains that have emerged after
Bitcoin introduced Blockchain to the world.

v Consortium or Federated Blockchain:

rge. A group of companies or representative individuals
est benefit of the whole network




Smart Contract Theory and architecture

o A computer protocol designed digitally facilitate, verify, or enforce
the negotiation or performance of a contract.

e of credible transactions without the third




Smart Contract Theory and architecture

* Transaction without smart contract
A If yes

! \
Check if it Check if Message \

is signed by there are will be
the enough added to Price of Condi- Condi- Condi-

message coins for the gasoline tion 3 tion 4 tion X
sender. the blockchain >50S$/ liter
payment




Architectures and decentralized autonomous systems

o Decentralized Autonomous Organization

o An organization represented by rules encoded as a computer

program, which is transparent, controlled by shareholders and not
influenced by a central government.

o It's notionally like the example for getting funds for a small
conference, except that it includes much more. Members buy shares
in the DAO and can vote on things according to the number of

he dreamers have the idea they'll replace




Smart contract application

o
o Lottery without smart contract )
: nnS Compan
Organizer
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Smart contract application

o Lottery with smart contract




Smart contract application

o Enforcing at least 2 out of 3 people of a group to agree to create a
valid transaction

2 <pubKeyAndrew>
<pubKeyBeth>

<pubKeyCarl> 3
CHECKMULTISIG



Smart contract application

<pubKeyCamille>
CHECKSIG

ELSE
<5 y> CLTV DROP
<pubKeyBeth>
CHECKSIG

ENDIF




Smart contract application

3 <pubKeyHome>
<pubKeyMobile>
<pubKeyOffice> OP_3
CHECKMULTISIG
ELSE
<8 m> CLTV DROP
<pubKeyBank>
CHECKSIG
ENDIF




Existing blockchain applications, related
structures and architectures

o Proposed on November 19, 2015 by Fabian Vogelsteller.

o A technical standard used for smart contracts on the Ethereum
blockchain for implementing tokens. (ERC: Ethereum Request for
Comment, 20: the number that was assigned to this request.)

o It defines a common list of rules that an Ethereum token has to
lowing developers to program how new tokens will
tem. These rules include how




Existing blockchain applications, related
structures and architectures

o A free, open standard that describes how to build non-fungible or unique
tokens on the Ethereum blockchain. While most tokens are fungible (every

token is the same as every other token, i.e.ERC-20), ERC-721 tokens are all
unique.

imum interface a smart contract must implement to allow




Existing blockchain applications, related
structures and architectures

o A proposed standard for blockchain-based identity which lives on the
Ethereum blockchain.

o It describes proxy smart contracts that can be controlled by multiple keys

and other smart contracts, it can describe humans, groups, objects and

their identity instead of ceding
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. The Innovation Ultimatum: Six strategic technologies that will reshape

every business in the 2020s By Steve Brown.
Bank 4.0: Banking Everywhere, Never at a Bank By Brett King.

. The World of Digital Payments: Practical Course By Pavlo Sidelov.
. The PayTech Book Edited by a team of Susanne Chishti.
. The Future Is Faster Than You Think: How Converging Technologies

Are Disrupting Business, Industries, and Our Lives By Dr. Peter H.
Diamandis.

. Advances in Financial Machine Learning By Marcos Lopez de Prado

Financial Services Revolution: How Blockchain is Transforming
anking By Alex Tapscott.
ity Tokens Change



