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Distinction between databases and blockchain ledgers

● Distinction between databases and blockchain ledgers

o It begins with architecture

● Databases

● Blockchain ledgers



Distinction between databases and blockchain ledgers

Databases Blockchains

Databases have admins & centralized 

control

No on is the admin or in-charge

Only entities with rights can access 

database

Anyone can access (public) blockchain

Only entities entitled to read or write 

can do so

Anyone with right proof of work can 

write on the blockchain

Databases are fast Blockchains are slow

No history of records & ownership of 

digital records

History of records & ownership of 

digital records



Cryptography, hash functions and digital 

signatures

● Cryptography: the encryption and decryption of data 

o 2 main cryptographic concepts used in Blockchain: 

- Hashing 

- Digital Signatures

o 3 forms of encryption that are widely used: 

Symmetric 

cryptography

Asymmetric 

cryptography

Hashing

Same password to 

encrypt & decrypt

one password to encrypt, 

the other to decrypt

Maps to fixed size 

2 ways function Passwords come by pair 1 way function



Cryptography, hash functions and digital 

signatures
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Cryptography, hash functions and digital 

signatures



Consensus components

● Principles and paradigms of distributed systems

o Byzantine fault tolerance (BFT): the dependability of a fault-

tolerant computer system, particularly distributed computing 

systems, where components may fail and there is imperfect 

information on whether a component has failed. 



Consensus components

● Principles and paradigms of distributed systems

o The objective of BFT is to defend against failures of system 

components with or without symptoms that prevent other 

components of the system from reaching an agreement among 

themselves, where such an agreement is needed for the correct 

operation of the system.



Consensus components

● Principles and paradigms of distributed systems

o One example of BFT in use is bitcoin. The bitcoin network works in 

parallel to generate a blockchain with proof-of-work allowing the 

system to overcome Byzantine failures and reach a coherent global 

view of the system’s state.



Consensus components



Consensus components

● Blockchain structure

o No more client/server architecture with name roles

Image source: Scorechain



Consensus components

● Blockchain structure

o Peer-to-peer Architecture with pseudonymous client bearing key 

pairs. Each node as a database copy.

Image source: Scorechain



Consensus components

● Blockchain structure

o Data structure:

Image source: Scorechain



Consensus components

● Types of blockchain

o There mainly three types of Blockchains that have emerged after 

Bitcoin introduced Blockchain to the world.

 Public Blockchain: 

no one in charge, anyone can participate in reading/writing/auditing the 

blockchain (i.e. Bitcoin, Litecoin, etc.)

Soucre: https://coinsutra.com/different-types-blockchains



Consensus components

● Types of blockchain

 Private Blockchain: 

a private property of an individual or an organization, there is one in charge of 

important things such as read/write or whom to selectively give access to read 

or vice versa (i.e. Bankchain)

Soucre: https://coinsutra.com/different-types-blockchains



Consensus components

● Types of blockchain

o There mainly three types of Blockchains that have emerged after 

Bitcoin introduced Blockchain to the world.

 Consortium or Federated Blockchain: 

More than one in charge. A group of companies or representative individuals 

come together and make decisions for the best benefit of the whole network 

(i.e. r3, EWF)

Soucre: https://coinsutra.com/different-types-blockchains



Smart Contract Theory and architecture 

● Smart Contract Theory

o A computer protocol designed digitally facilitate, verify, or enforce 

the negotiation or performance of a contract.

o It allows the performance of credible transactions without the third 

parties. 

o The transactions are traceable and irreversible.   

Source: https://en.wikipedia.org/wiki/Smart_contract



● Smart Contract architecture

Smart Contract Theory and architecture 

Check if it 
is signed by 
the 
message 
sender.

If yes

Check if 
there are 
enough 
coins for 
the 
payment 

If yes

Message 
will be 
added to 
the 
blockchain

* Transaction without smart contract

* Transaction with smart contract

Date: 
before 
31 Dec. 
2019…

Price of 
gasoline 
>50$/ liter

Condi-
tion 3 
…

Condi-
tion 4 
…

Condi-
tion X 
…

If yes

Image source: Scorechain



Architectures and decentralized autonomous systems 

● DAO (Decentralized Autonomous Organization)

o An organization represented by rules encoded as a computer 

program, which is transparent, controlled by shareholders and not 

influenced by a central government. 

o It's notionally like the example for getting funds for a small 

conference, except that it includes much more. Members buy shares 

in the DAO and can vote on things according to the number of 

shares they have. The dreamers have the idea they'll replace 

Democracy and run entire countries this way.

o The DAO was the largest crowdfunding in history, having raised over 

$150m from more than 11,000 enthusiastic members. (ICO)

o A DAO’s financial transaction record and program rules are 

maintained on a blockchain. 



Smart contract application

● Example 1: Lottery

o Lottery without smart contract

Payments 

Terms & 

conditions

Compan

y Statuses

Lottery 

Terms & 

conditions

Organizer

participants

Payment provider

Escrow account

Winner pick



Smart contract application

● Example 1: Lottery

o Lottery with smart contract

Organizer

participants

Source: https://www.slideshare.net/ThomasCharlesVanderstraeten/ethereum-smart-contract-101-with-cryptizensio



Smart contract application

● Example 2-1: Group wallets

o Enforcing at least 2 out of 3 people of a group to agree to create a 

valid transaction

Bitcoin 

transaction

Andrew Beth
Carl

Blockchain

2 <pubKeyAndrew>

<pubKeyBeth>

<pubKeyCarl> 3

CHECKMULTISIG

Source: https://www.slideshare.net/FedericoTenga/state-smart-contract-ttechnologies



Smart contract application

● Example 2-2: Heritage wallets

o Enforcing that a transaction must be signed either by Camille OR by 

Beth after 5 years

Bitcoin 

transaction

Camille
Beth

Blockchain

IF 

<pubKeyCamille>

CHECKSIG

ELSE

<5 y> CLTV DROP

<pubKeyBeth>

CHECKSIG

ENDIF

Source: https://www.slideshare.net/FedericoTenga/state-smart-contract-ttechnologies



Smart contract application

● Example 2-3: Secure storage

o Enforcing that a transaction must be signed by either 3 devices in 

different locations OR a recovery key deposited in the bank after 8

months

Bitcoin 

transaction

Home Mobile
Office

Blockchain

IF 

3 <pubKeyHome>

<pubKeyMobile>

<pubKeyOffice> OP_3

CHECKMULTISIG

ELSE

<8 m> CLTV DROP

<pubKeyBank>

CHECKSIG

ENDIF

Bank

Source: https://www.slideshare.net/FedericoTenga/state-smart-contract-ttechnologies



Existing blockchain applications, related 

structures and architectures

● ERC-20

o Proposed on November 19, 2015 by Fabian Vogelsteller. 

o A technical standard used for smart contracts on the Ethereum

blockchain for implementing tokens. (ERC: Ethereum Request for 

Comment, 20: the number that was assigned to this request.)

o It defines a common list of rules that an Ethereum token has to 

implement, allowing developers to program how new tokens will 

function within the Ethereum ecosystem. These rules include how 

the tokens are transferred between addresses and how data within 

each token is accessed. 

o + 142,200 ERC-20 token contracts (as of November 19, 2018): EOS, 

Bancor, Qash, etc…

Source: https://en.wikipedia.org/wiki/ERC-20



Existing blockchain applications, related 

structures and architectures

● ERC-721: a class of unique tokens

o A free, open standard that describes how to build non-fungible or unique 

tokens on the Ethereum blockchain. While most tokens are fungible (every 

token is the same as every other token, i.e.ERC-20), ERC-721 tokens are all 

unique.

o It defines a minimum interface a smart contract must implement to allow 

unique tokens to be managed, owned and traded.



Existing blockchain applications, related 

structures and architectures

● ERC-725: Ethereum Identity Standard

o A proposed standard for blockchain-based identity which lives on the 

Ethereum blockchain. 

o It describes proxy smart contracts that can be controlled by multiple keys 

and other smart contracts, it can describe humans, groups, objects and 

machines.

o Users should be able to own and manage their identity instead of ceding 

ownership of identity to centralized organizations.
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