
Bitcoin and 

Cryptocurrencies

Lecture 4: Bitcoin In Real Life: Wallets, 
Mining, and More

Professor Radjabov Mukhammad



Risks in Bitcoin

1. Market Risk

2. Shallow Markets Problem

3. Counterparty Risk

4. Transaction Risk

5. Operational Risk

6. Privacy-Related Risk

7. Legal and Regulatory Risk



1. Market Risk





Market Risk or Price Manipulation?



Market Risk or Price Manipulation

Gandal et. al, Journal of Monetary Economics: https://tylermoore.utulsa.edu/jme17.pdf

https://tylermoore.utulsa.edu/jme17.pdf


2. Shallow Markets Problem

Buying or selling large amounts of bitcoin will 

affect the market price

Many “Bitcoin Millionaires” cannot readily 

convert their fortunes into hard currency



3. Counterparty Risk

Exchanges serve as de facto banks

Around half close, sometimes suddenly and without 

reimbursing customers (Moore and Christin, FC 2013)

Digital wallet services and exchanges are 

frequent targets for theft of coins

Some services are simply scams



3. Counterparty Risk



3. Counterparty Risk



3. Counterparty Risk

Vasek & Moore, Financial Crypto 2015: https://tylermoore.utulsa.edu/fc15.pdf

https://tylermoore.utulsa.edu/fc15.pdf


4. Transaction Risk

Irreversibility of bitcoin payments creates 

elevated transaction risk

No clear resolution mechanism when fraud or error arises

Risks due to delay in clearing transactions

Uncertainty over what becomes authoritative block

Double-spending risk



5. Operational Risk

Any action that undermines Bitcoin’s technical 

infrastructure and security assumptions

Malware in wallets

Operator error

Vulnerabilities in bitcoin core software

Distributed denial-of-service attacks



5. Operational Risk

Vasek, Thornton & Moore, BITCOIN 2014: https://tylermoore.utulsa.edu/bitcoin14ddos.pdf

https://tylermoore.utulsa.edu/bitcoin14ddos.pdf


6. Privacy Risk

Risk that transactions can be linked back to 

the people that made them

See Section 6.2 in the Princeton book

We now take a brief digression into how to de-

anonymize Bitcoin



Overview

Risks in Bitcoin

Digression on deanonymizing transactions

Regulating Bitcoin



Some say Bitcoin provides anonymity

“ Bitcoin is a secure and anonymous digital 

currency ”

— WikiLeaks donations page



Others say it doesn’t

“ Bitcoin won't hide you from the NSA's prying 

eyes”

— Wired UK



What do we mean by anonymity?

Literally: anonymous = without a name

Bitcoin addresses are public key hashes rather 

than real identities

Computer scientists call this pseudonymity



Anonymity in computer science

Different interactions of the same user with 

the system should not be linkable to each 

other

Anonymity = pseudonymity + unlinkability



Pseudonymity vs anonymity in forums

Reddit: pick a long-term pseudonym

vs. 

4Chan: make posts with no attribution at all



Defining unlinkability in Bitcoin

Hard to link different addresses of the same 

user

Hard to link different transactions of the same 

user

Hard to link sender of a payment to its 

recipient







Trivial to create new address

Best practice: always receive at fresh address

So, unlinkable?
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Linking addresses

Shared spending is 

evidence of joint 

control

Addresses can be linked transitively



Clustering of addresses

An Analysis of Anonymity 

in the Bitcoin System

F. Reid and M. Harrigan

PASSAT 2011



Change addresses
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“Idioms of use”

Idiosyncratic features  of wallet software

e.g., each address used only once as change



Shared spending + idioms of use

A Fistful of Bitcoins: 

Characterizing Payments 

Among Men with No Names

S. Meiklejohn et al.

IMC 2013



To tag service providers: transact!

A Fistful of Bitcoins: 

Characterizing Payments 

Among Men with No Names

S. Meiklejohn et al.

344 transactions

• Mining pools

• Wallet services

• Exchanges

• Vendors

• Gambling sites



Shared spending + idioms of use

A Fistful of Bitcoins: 

Characterizing Payments 

Among Men with No Names

S. Meiklejohn et al.



From services to users

1. High centralization in service providers

Most flows pass through one of these — in a 

traceable way

2. Address — identity links in forums 



Conclusion

Virtual currencies create many opportunities, 

but also introduce many risks

As Bitcoin (or its successor) becomes more 

popular, regulation will inevitably take hold
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