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Mining

Why do we need miners?



Conflicting Blocks



Consensus

Majority of hashing power has voted for transactions on longest chain. 

• It is costly to increase voting power

• Players are not motivated to cheat



The 51% attack!

If any party controls majority of hashing power, they can:

• Undo the past

• Deny mining rewards

• Undermine the currency





Nash Equilibrium
Or, can selfish miners keep Bitcoin stable?







Nash equilibrium

It is a configuration of strategies such that no 
participant can do better by unilaterally changing 
their own strategy.



Prisoner’s Dilemma

B stays loyal B defects

A stays loyal 1,1 3,0

A defects 0,3 2,2



Bitcoin mining … equilibrium?



Selfish mining



I’ll keep these blocks for myself!



I’ll keep these blocks for myself!



if we gain a lead:

withhold blocks
mine on private chain

else if lead shrinks, but is still at least 2:

reveal blocks to keep abreast with public chain

else if lead drops below 2:

reveal all blocks
mine on public chain



Worries

“Rational miners will prefer to join the selfish miners, and the colluding 
group will increase in size until it becomes a majority. At this point, the 
Bitcoin system ceases to be a decentralized currency.”

Majority is not Enough: Bitcoin Mining is Vulnerable

Ittay Eyal, and Emin Gün Sirer

http://www.cs.cornell.edu/~ie53/publications/btcProcFC.pdf


Reaction



Legal and Regulatory Risk

• Law-abiding user might lose their funds if an exchange is shut down for 
criminal activity

• Uncertain tax treatment of gains/losses due to currency fluctuations

• Let’s talk about Bitcoin’s regulatory environment



Overview

• Risks in Bitcoin

• Digression on deanonymizing transactions

• Regulating Bitcoin



Regulating Bitcoin

• Bitcoin’s original vision is in tension with regulation and government 
control

• Strong cyber-libertarianism streak

•

• The decentralized design makes it harder, but by no 
means impossible, to regulate



Making the case for oversight

•Untraceable digital cash defeats capital controls

• Country can’t stop Bitcoin value from flowing in or 
out

• Government countermeasure: disconnect BTC 
world from financial institutions
• Example: China



Making the case for oversight

•Untraceable digital cash facilitates some crimes:

• kidnapping and extortion

• tax evasion

• sale of illegal items





Silk Road

largest online market for illegal drugs

ran as a Tor hidden service

payment in Bitcoins

site held BTC in escrow while goods shipped

eBay-like reputation system

run by “Dread Pirate Roberts”

operated February 2011 to October 2013



Ross Ulbricht

operator of Silk Road

Arrested October 2013

Charged with money laundering, computer 

hacking, conspiracy to traffic narcotics

Convicted and sentenced to life imprisonment 

in 2015

He tried to cover his tracks, but they 

connected the dots

government seized 174,000 BTC 

auctioned them to the public



lessons:

hard to keep real and virtual separate

hard to stay anonymous for a long time

Feds can “follow the money”

⇒ money becomes untouchable



Making the case for oversight

• Consumer protection

• When Mt. Gox collapsed, lost $300M in bitcoins

• Need orderly process to distribute assets equitably

• Risk of collapse motivates need to disclose risks

• Information asymmetries among providers are rife

•

• Irreversible bitcoin payments run counter to many 
protections developed for traditional methods



Regulatory Options for Exchanges

• 1. Already, US FinCEN has issued guidance requiring exchanges to register 
as “money-services businesses” and comply with regs

• 2. No consumer protection thus far for dealing with fraudulent 
transactions

• 3. FDIC-style deposit insurance and authority to wind down failing 
exchanges possible, but not under consideration



Detecting selfishness

• Orphaned blocks

• Timing hints

More at: “How to detect selfish miners” by Ittay Eyal, and Emin Gün
Sirer, http://hackingdistributed.com/2014/01/15/detecting-selfish-
mining/

http://hackingdistributed.com/2014/01/15/detecting-selfish-mining/
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