Bitcoin and Cryptocurrencies

* Lecture 1: Real-world aspects of Bitcoin
* Professor Radjabov Mukhammad



Bitcoin

* Intent of Bitcoin: replacing banks!

e Technical guarantees:
— Distributed consensus
— Pseudo-anonymous
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How Does Bitcoin Work?
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Background and Related Work

Works on Anonymity concern:-

Anonymous

Not

—

Mixers

: E.g. Bitcoin Blender
Altcoins

= DEErCeln Trustless Coinjoin

E.g. Coinshuffle
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But, do users really care about anonymity? Or to
what extent they care about it?


https://bitcointalk.org/?topic=279249

Contributions

Anonymity Metrics
— Direct metric: hide their real-world identity?
— Indirect metric: hide their intention?

Macro view analysis of anonymity concern of users

— The collective anonymity concerns from all users

Micro view analysis of critical addresses
— Addresses from big organizations: Hot and cold wallet addresses.
— Bitcoin “believers”: Stock buyer addresses
— Addresses from backbone participants: Miners addresses

BIGDATA: ~10 years of transaction data (~230 GB)!



Bitcoin Transaction Graph Looks Like
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Constructing Bitcoin Transaction Graph

Bitcoin Core Blockchain Rusty Block Bipartite
(v0.16.0) I:>Raw Data :> Parser :> v Dumpsg Graph
Generator
Vi
Anonymity concern insights!
el Graph in correct h Graph Project Edge Lists(BTC,
Analysis format Start timestamps)

References:
« Bitcoin Core Software. Available at https://bitcoin.org/en/bitcoin-core/

* Rusty blockparser github repository. Available at https://github.com/gcarg/rusty-
blockparser
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Metric 1 (Address Reusing Frequency). Reusing an address = low concern on anonymity,.

Anonymity Metrics: How to Detect Anonymity

Concern?

AddressReuse. Available at https://en.bitcoin.it/wiki/Address reuse

S

atoshi Nakamoto. Bitcoin: A peer-to-peer electronic cash system. 2008
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Metric 2 (Zero Balance). Addresses turned into zero b

Metric 3 (Address Intention). Hiding intention = cares about anonymity.
Important because identifying the intentions of the addresses helps grouping
them together into some category to speed up the deanonymization process

alance = concern about anonymity.



Causes of Diameter Dynamics
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Bitcoin

New Address vs Old Address to Receive
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On average, old addresses: 55.25% vs new addresses: 44.75% to receive Bitcoin

New users joining Bitcoin = the increase of new address usage.

Exception: establishment of Bitcoin exchange centers + price hike probably caused
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Rich Vs Poor Addresses

Events of hacking and stealing
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Poor Addresses: Remaining non-zero Bitcoin addresses.

Rich Addresses: Top 25% rich Bitcoin addresses.
Rich addresses are more concerned about anonymity.

Timithy B. Lee. A brief history of Bitcoin hacks and frauds. Available at https://arstechnica.com/tech-

policy/2017/12/a-brief-history-of-bitcoin-hacks-and-frauds/

References:
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Stock Buyer Addresses
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—Stock address
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« Stock buyer address features: only receive the Bitcoin but never spent
* Out-degree = 0.
« This is how we reveal their intentions.

* More insights: stock addresses are immediately influenced by the exchange rate
of Bitcoin.



Miners: Before and After Bitcoin Price Hike (2 real cases)

O Addresses
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Hot and Cold Wallets of Big Organizations

HotWallet | Cold Wallet

Connected to the internet Offline (hard disk or paper)

Convenient to use but More secured but not
vulnerable to hacking convenient to use



Hot Wallet Addresses of Big Organizations

Total inflow Bitcoin
Tag Address ID from other halance Degree
aodresses
Deepbit 1VayNert3x1KzbpzMGt2qdqgrAThiRovi8 25467352.64 0.2 1565611
SatoshiDICE Hot Wallet 18uvwkMJsg9cxFEd1QDFgQpoeXWmmSngSs 399678.8714 0.00053 414842
SatoshiDICE Hot Wallet 1MSzmVTBaaSpKDARK3VGvP8v7aCtwZ9zbw 386456.4036 0.00033 414270
SatoshiDICE Hot Wallet 1PeohaRGaTF8cSzDgP1yYfzDah66xiriEQ 384443.0361 0.00079806 | 413407
SatoshiDICE Hot Wallet 1Bd5wrFxHYRkk4UCFttcPNMYzgJnQKfXUE 383879.8434 0.05339999 | 415362
SatoshiDICE Hot Wallet 15fXdTyFL1p53qQ8NkrjBqPUbPWVvWmZ3G9 383444.5918 0.00028 415042
—FoxBitHotWaltet———————"1FoxBitiAcBeZUSAe D P27 1 24uSNT7EIKT 563291665 0-043 14468566262
Unknown 13vHWR3iLsHeYWT42RnuKYNBoVPrKKZgRv 17600542.04 0.00306531 | 1011905
Linknown 19i\yH1al Ixgyaw YR 1Shn\/AVaviZmy1Eyx\/ 932R4R] 877 0 00000651 | 430643

* Hot wallet addresses of big organizations:

— Private key is onl

ine for convenience

— Has relatively high degree, with low accumulations of Bitcoin but higher flow through them.
— Feature: Degree >= 50,000, flow >= 150,000 BTC , Accumulated BTC <=10 BTC

We can help uncover hidden (similar) hot wallets!



Conclusions

Majority of the users don't care about the anonymity

Most of the addresses that are concerned about anonymity
are rich addresses

Users start concerning about anonymity when the price of
Bitcoin goes high
— Seen with a real examples of miners

— Rich addresses concerning more when price hiked, and hacking events
started



Conclusions

e Stock addresses don’t hide their intent of making profits on
Bitcoin price hike.

* With design of some filters, one can find the hot wallet
addresses and cold wallet addresses of big organizations (like
exchange centers, gambling sites, miners etc.)



Miners Addresses

Exchange centers established.
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Method of anonymity analysis: Claim 3 (Intention)
The mining addresses along with their transactions remain as separate connected
component if none of them transact with main connected component.

Detected intentions of saving Bitcoin!

At the date of download, some of the small connected components were detected from
around 2010



Bitcoin Address

Elliptic-Curve Public Key to BTC Address conversion

wicrer | (o) G | e A Bitcoin address is a 160-
/‘.._1|  7 ies 1 | 32 byt | bit hash of the public
o portion of a
ripemd160(sha256( B e ms [t ) public/private ECDSA keypai

l r. Using public-key

Network ID Byte:

Main Network: 0x00
Test Network:  0x6f
Namecoin Net: 0x34

sha256(sha256( i e |))
sha Y

I 20bytes | cryptography, you can
"sign" data with
\ your private key and anyone
Sy who knows your public key
can verify that the signature
25-byte binary adifess is valid.

|1| 20 bytes | 4 |

l Base256-to-Base58 conversion*

(treat both quantities like big-endian)

[ 1AGRxgDa5WjUKBWHBI9XYEjmkvlucoUUyls j

standard base conversion, the 0x00 byte on the left would be irrelevant (like writing '052" instead of just '52"), but in the
work the left-most zero chars are ca d thro he conve So for ev 0x00 byte on the left end of the binary



How addresses are created?

Bob. an online merchant, decides to begin accepting bitcoins as payment.
Alice. a buyer, has bitcoins and wants to purchase merchandise from Bob.
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How a transaction is verified cryptographically?

« Suppose Alice receives m, digital signature { m, sig=sign(m,Ky) }

* Alice verifies m signed by Bob by applying Bob’s public key K, to sig then checks
verify(m, sig, K,) = true or false?

* If frue, whoever signed m must have used Bob’s private key.

Alice thus verifies that:
v’ Bob signed m.
v No one else signed m.

v’ Bob signed m and not m".
Non-repudiation:

v’ Alice can take (m, sig) to court and prove that Bob signed m.



2.2 Block format in Bitcoin

. Chain all blocks .
Hlock together pre

Block header

‘;I Hash of prev block header

Merkle Tree Root |g——

: Hash: SHA256 I
______________________ I
T1 T2 ¢ Tn

Guarantee the integrity

of transactions in a block

Block head

‘;I Hash of prev blo* header

/

: Hash: SHA256 |
______________________ I
T1 T2 ‘ Tn

Merkle Tree Root |g——m

- A block contains “block head” and “block body”,
- “block head” stores the previous hash of the last block header.



Core : Proof of Work --- solving a puzzle

# Definition 4 --- Bitcoin Proof-of-Work function F,(c,x) — {true, false}:

224

2
SHA256(SHA256(c|x)) < =

# Given difficulty d, challenger ¢, nonce x, it is easy to compute F;(c, x)
# Given d and ¢, find x so that F;(c, x) = true is possible, but difficult

& SHA256(x) € {0,1, ...,2%°6 — 1}. Increase d, the target range decrease,

and the difficulty of finding x increases.



Digital signature = signed message digest

Bob sends digitally signed Alice verifies signature and integrity of
message: digitally signed message:
large
message 4
o

@ pgigned msg digest
Sign(H(m), Kp)

Bob's @};—»

private sssuss lar'ge {

k&Y Ke M9 | Bobs @

pUbIIC TEEY 2

k
$igned msg digest ¥ Ky
Sign(H(m), Kg) ¥
H(m) H(m)

\ equal /



Hot wallet and cold wallet addresses

Total inflow from Bitcoin

Tag Address ID other addresses balance Degree
Deepbit 1VayNert3x1KzbpzMGt2qdgrAThiRovi8 25467352.64 0.2 1565611
SatoshiDICE Hot Wallet 18uvwkMJsg9cxFEd1QDFgQpoeXWmmsSnqSs | 399678.8714 0.00053 414842
SatoshiDICE Hot Wallet 1MSzmVTBaaSpKDARK3VGvP8v7aCtwZ9zbw | 386456.4036 0.00033 414270
SatoshiDICE Hot Wallet 1PeohaRGaTF8cSzDgP1lyYfzDah66xiriEQ 384443.0361 0.00079806 | 413407
SatoshiDICE Hot Wallet 1Bd5wrFxHYRKk4UCFttcPNMYzqJnQKfXUE 383879.8434 0.05339999 | 415362
SatoshiDICE Hot Wallet 15fXdTyFL1p539Q8NkrjBgPUbPWVWmMZ3G9 383444.5918 0.00028 415042
FoxBit Hot Wallet 1FoxBitjXcBezUS4eDzPZ7b124q3N7QJK7 156329.1069 0.04314468 | 560202
Unknown 13vHWR3iLsHeYWT42RnuKYNBoOVPrKKZgRv | 17600542.04 0.00306531 | 1011905
Unknown 19iVyH1qUxgywY8LJSbpV4VaviZmyuEyxV 9326468.877 0.00000651 | 430643

. Hot wallet addresses of large organizations:

- Private key is online for convenience
- Has relatively high degree
- Filter: Degree >= 50,000, flow >= 150,000 BTC , Accumulated BTC <=10 BTC




Hot wallet and cold wallet addresses

Tags Address Id Bitcoin balance Degree
wallet: Bitfinex-coldwallet 3D2oetdNuZUgQHPJIMcMDDHYogkyNVsFkOr 172236.0323 9065
wallet: Bittrex-coldwallet 16rCmCmbuWDhP]WTrpQGaU3EPdZF7MTdUk 117203.0673 213
wallet:Bitstamp-coldwallet 3Nxwenay9Z8Lc9JBiywEXpnEFILp6Afp8v 97848.28321 238
wallet: Coincheck-coldwallet 336xGpGweqlwtY4kRTuA4w6d7yDkBU9czU 34276.54041 11007
Unknown 1FeexV6bAHb8YbZjgQM]jJrcCrHGW9sb6uF 79957.17569 196
Unknown 16FSBGvQfy4K8dYVPPWWpmzgKM6CvrCoVy 35970.01951 865
Unknown 1AhTjUMztCihiTyA4K6E3QEpobjWLwWKhkR 66378.8101 204
. Cold wallet addresses of large organizations:

- Private key is offline for security
- Has relatively degree.
- Filter: BFS with depth 2, from detected hot wallet addresses and Bitcoin accumulation > 10,000 BTC.
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