
Open Source Software Paradigms 

Lecturer: Biniam Behailu

Addis Ababa Science and Technology University

Lecture - 08 

Selecting the Right 
Open Source Software



By the end of this lecture, you will be able to:

 Evaluate any Open Source Software (OSS) using a structured 

three-pillar framework.

 Analyze the real Total Cost of Ownership (TCO) beyond the 

initial "$0" price tag.

 Assess the health and long-term viability of an open source 

project and its community.

 Identify key technical, legal, and security risks associated with 

adopting OSS.

 Make a confident, well-informed selection decision that 

balances features, cost, and risk.

Learning Objectives 

2



 The Strategic Appeal & The Hidden Costs

 The 3-Pillar Evaluation Framework

 Pillar 1: Evaluating "The PRODUCT"

 Pillar 2: Assessing "The PROJECT"

 Pillar 3: Ensuring "The PREPAREDNESS"

 The Final Decision & Summary

Contents
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Why Open Source? The Strategic Appeal

Core Benefit Impact

Business
Cost Avoidance 

& Flexibility

Reduced initial licensing risk; guaranteed 

freedom from vendor lock-in.

Developer
Control & 

Quality

Ability to audit, debug, and optimize code; 

rapid community-driven innovation.

▪ Choosing the right Open Source Software (OSS) is a crucial decision that 

can impact a project's long-term success, maintenance, and security.
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FREE Software ≠ ZERO Cost 

The OSS Paradox: The Hidden Costs

Costs are Shifted to Labor and Risk

▪ Integration Time - Developer hours for configuration and "glue code.“

▪ Skill Gap - Investment in training or hiring specialized staff.

▪ Ongoing TCO (Total Cost of Ownership) - Internal support, 

patching, and upgrades.

▪ Risk - Financial loss due to project abandonment or slow security 

response.
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Introducing the 3-pillar Framework

The PRODUCT The PROJECT The PREPAREDNESS

The What

Features, Stability, 

Security, License.

The Who

Community Health, Contributor 

Diversity, Governance.

The How

TCO Analysis, POC 

Testing, Risk Mitigation.
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Define Your Requirements

▪ Before evaluating any open source solution, establish clear technical and 

business criteria to guide your decision.

Functional Requirements

Core features needed to solve your specific problem

Performance Needs

Scalability, latency, and throughput expectations

Integration Points

Compatibility with existing systems and workflows

Security Standards

Compliance requirements and data protection needs

Budget & Time

What are costs and timeline for implementation?
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Total Cost of Ownership Analysis

Open source often costs less than proprietary solutions, but requires factoring in 

implementation, training, and ongoing support.

40-60%
Implementation Costs

Setup, configuration, 

integration, and testing

20-30%
Personnel Investment

Training, hiring specialists, or 

contracting expertise

10-20%
Ongoing Support

Maintenance, security patches, 

monitoring, and updates

5-15%
Contingency

Buffer for unexpected issues 

and optimization needs
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Evaluate Community Health and Support

Active Development

Frequent commits, regular 

releases, and responsive 

issue resolution demonstrate 

ongoing maintenance and 

improvement.

Community Engagement

Check discussion forums, 

GitHub activity, and 

conference presence. Large 

contributor bases reduce 

reliance on single maintainers.

Commercial Support Options

Identify vendors offering 

professional support, training, 

and consulting services 

aligned with your risk 

tolerance.

▪ A thriving community indicates long-term viability and ensures you'll have 

resources when you need help.
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▪ Infrastructure - OS support (Linux, Windows), container image readiness, 

hardware requirements.

▪ Integration Points - List every external system the OSS must talk to (e.g., 

LDAP/SAML, Kafka, existing proprietary APIs).

▪ Required Standards - Compliance needs (SOC2, GDPR) or industry 

protocols (MQTT).

Technical Constraints: The Operating Environment
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Assess Technical Architecture and Code Quality

▪ Examine the foundation to ensure the software can meet your performance, 

reliability, and security needs long-term.

Evaluation Area What to Check Impact Level

Code Repository Clear documentation, test coverage, 

code review standards

High

Architecture Modularity, extensibility, 

microservices support

High

Dependencies Minimal external libraries, well-

maintained dependencies
Medium

Performance Benchmarks, optimization 

documentation, resource requirements

High

Security Vulnerability tracking, security 

advisories, response time

Critical
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▪ User Persona - Developer Tool (CLI - heavy okay) vs. Business User Tool 

(GUI critical).

▪ Training Costs - Do we have internal expertise, or is a major training ramp-

up required?

▪ Internal Skills - Does the tool require a language (e.g., Rust) that we lack 

and cannot hire for? (Increases TCO).

User & Organizational Fit
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▪ Use a structured matrix to categorize requirements:

 High Value/High Feasibility: Must-Haves (Core Focus)

 High Value/Low Feasibility: Challenges (Requires POC)

 Low Value/Low Feasibility: Ignore (Non-Essential)

Requirements Prioritization Matrix
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Evaluating the Product

14



▪ The focus is on engineering excellence and compliance.

 Features & Completeness

 Performance & Stability

 Security Posture

 License Compatibility (The legal check)

Product Quality
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Features & Completeness

Gap Analysis

How many "Must-Haves" are 

missing? A significant gap 

means the OSS fails.

Extensibility

Does the OSS provide 

adequate APIs or plugin hooks 

to build custom functionality?

Avoid Bloat

Unnecessary, complex features 

increase maintenance and the 

potential attack surface.

16



▪ Documentation must be current, searchable, and contain clear deployment 

guides and API references.

▪ Poor documentation indicates poor internal discipline.

▪ Is the interface (CLI or GUI) intuitive for the target user base? Assessing the 

usability of the product is crucial.

Usability & Documentation Quality
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Vulnerability Policy

The project must have a clear, documented process for private security 

reporting. This is called Responsible Disclosure.

Security Posture: Responsible Disclosure

Patch Speed

What is the historical time-to-patch for critical CVEs (Common Vulnerabilities 

and Exposures)?
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▪ Most security issues today are found in outdated third-party libraries.

▪ Use tools (OWASP Dependency Check, Snyk) to scan the entire Bill of 

Materials for known vulnerabilities. 

▪ Dependency scanning must be an initial check and an ongoing process.

Security: Dependency Scanning
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▪ The license defines your legal obligations to the project.

▪ Must be reviewed and approved by your Legal or Compliance team.

▪ Incorrect use can lead to legal action or the forced release of your 

proprietary source code.

License Compatibility
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License Compatibility

Permissive Licenses (Low Risk)

Examples: MIT, Apache License 2.0, BSD.

Allows you to use the code in proprietary, 

closed-source applications with minimal 

restrictions.

Typically only requires retaining the original 

copyright and license notices.

Copyleft Licenses (High Risk)

Examples: GNU GPL v2/v3, AGPL (Affero 

GPL).

If you modify and redistribute the code, you 

must publish your modified source code 

under the same license.
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Assessing the Project & Community
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▪ Focus - Resilience, longevity, and future direction.

▪ Key Criteria:

The Project Health

Development Activity Contributor Diversity Governance Structure
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▪ Evaluate the Commit frequency, Release Cadence, Issue/Bug closure rate.

▪ Look for a steady, sustained pace of development.

Warning Sign

▪  A sudden 90% drop in activity suggests primary contributors have quit or 

funding has stopped.

The Development Pulse
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Quality of Commits

Depth

Are commits focused on bug fixes, features, or 
minor cosmetic changes?

Code Review

Look for evidence of required peer review for 
all changes.

Testing

Does the repository contain automated tests 
for new functionality?
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PR Velocity 

How long does a submitted code contribution wait for review?

Slow PR velocity signals maintainer fatigue or a serious bottleneck.

Issue & Pull Request (PR) Velocity

Issue Triage 

Are bugs categorized, labeled, and prioritized quickly?
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The Bus Factor (Bus-Number)

The number of key developers whose 

absence would cripple or halt the project.

Low Factor - One or two primary 

maintainers.

Goal - Seek a high Bus Factor (e.g., 5 or 

more).

Image source: G. S. Shamulailatpam, "Understanding the Bus Factor: Ensuring Project Resilience," LinkedIn, May 

24, 2024. [Online]. Available: https://www.linkedin.com/pulse/understanding-bus-factor-ensuring-project-resilience-

shamulailatpam-avzdc/. [Accessed: 07-Oct-2025]. 27



▪ Is 90% of the code committed by employees of a single company?

▪ Diverse contributors (multiple companies, independent developers) ensure 

the project's direction serves the broader community, making it resilient to 

single corporate interests.

Contributor Diversity
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▪ Culture - Is the project's communication on forums and mailing lists 

welcoming and constructive?

▪ Support Channels - Are there active, well-moderated forums (e.g., Stack 

Overflow tags) for user support?

Community Health & Communication
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Roadmap

▪ Is there a public, clear 6-to-12-month plan? 

(Shows long-term intent)

Decision Structure

▪ How are major architectural changes approved? 

(e.g., Technical Steering Committee (TSC) Open Voting).

Governance and Project Transparency
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Safety Net

▪ Is a company (or multiple companies) offering paid, professional support for 

the software?

Significance

▪ The availability of commercial support is a strong signal of the project's 

market stability and viability.

Vendor Support Ecosystem
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Risk Mitigation & Final Decision
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▪ Internal planning and risk mitigation.

▪ Key Criteria:

Preparedness

Total Cost of Ownership (TCO), 

Proof of Concept (POC) Testing

Lock-in Avoidance
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▪ TCO for OSS often exceeds the cost of a comparable proprietary license 

after 3 - 5 years.

▪ TCO Includes:

 Integration Time

 Training Costs

 Customization Costs

 Ongoing Maintenance

Total Cost of Ownership (TCO) Model

34



▪ Integration - Time spent writing custom deployment scripts (e.g., 

Kubernetes YAML files), and API wrappers.

▪ Training - Costs associated with specialized courses or lost productivity 

while internal staff gains expertise.

TCO: Integration and Training Costs
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▪ Customization - Cost of modifying the source code to meet a requirement. 

Warning: This creates a permanent, costly maintenance burden to 

continuously merge with upstream changes.

▪ Maintenance - Ongoing internal staff time dedicated to security patching 

and major version upgrades.

TCO: Customization and Maintenance
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Risk

Even if the source code is open, the project may rely on unique, proprietary 

data formats, vendor-specific cloud APIs, or specialized query languages.

Avoiding OSS Vendor Lock-in

Mitigation

Strongly prefer OSS that utilizes open standards SQL, JSON, REST APIs, 

standard file formats).
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▪ Use a weighted matrix to compare the top 2 - 3 candidates side-by-side.

▪ Comparison criterias:

 Feature Match (%), 

 License Risk (Low/High), 

 Bus Factor (Score), 

 POC Result (Pass/Fail), 

 5-Year TCO Estimate.

The Final Selection Matrix

Decision 

The final choice is a balanced assessment of technical fitness and 

tolerable risk.
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Summary

▪  Adopt a Structured Approach: Use the 3-Pillar Framework 

(Product, Project, Preparedness) for a balanced, objective evaluation.

▪  Look Beyond "Free": The real cost is the Total Cost of Ownership 

(TCO)—factor in integration, training, and maintenance.

▪  Scrutinize the Product: Ensure it meets your must-have features, is 

stable, secure, and has a compatible license.

▪  Vet the Community: A healthy project has active development, 

diverse contributors, and transparent governance.

▪  Prepare Your Organization: Mitigate risk with a Proof of Concept 

(POC) and a plan to avoid lock-in.

▪  Decide with Confidence: The final choice is a strategic balance of 

technical fit, manageable cost, and acceptable risk.
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Brain Teaser 

1. When evaluating "The PROJECT" pillar, a low "Bus Factor" is a significant risk 

because it indicates:

A. The software has poor performance benchmarks.

B. The project's documentation is outdated.

C. The project is overly reliant on one or two key developers.

D. The software uses too many external dependencies.
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Brain Teaser 

2. A company is considering an open source tool that uses the GNU GPL v3 

license. The most significant business risk associated with this license is that:

A. It requires paying a fee to the original developers.

B. It has poor security and no vulnerability policy.

C. It may force the company to release its own proprietary source code.

D. It is incompatible with Linux operating systems.
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Lecturer: Biniam Behailu

Addis Ababa Science and Technology University

Thank you!

"Open source software is a testament to the power 

of collaboration; it transforms ideas into innovations, 

empowering individuals and communities to build a 

better future together."
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