JleKuua 2
ObecneyeHne HaAEXKHOCTH
No/sb30BaTens



[lpecTynaeHmAa NnpoTus
KOHOUAEHUMANbHOCTW,

HEeNOCTHOCTU U AOCTYNHOCTW
KOMMNbIOTEPHbIX AaHHbIX U CUCTEM




He3aKkoHHbIM AOoCTYN (XakepcTso, B3N1OM WNdpa)

B3nom Ob6xon
3aLLULLEHHDIX NapoabHOMU
naponamm 3aLMnTDbI

Beb6-canutoB KOMnbloTepa




MoTuMBaUMA Y NpaBOHapyLLUUTENE PasNYHbI

by RUUUDSIAJ

Ha 3toM pHCVHEKe nokaszaH BeO-cafiT, KOTOpPSIA ORI B3moMaH. Hapymureas
H3IMEHHT NEPEVI0 CTPAHHLY, T4 TOrO ITO0El COOOIIHTE MOTB30BATEIAM 00
VCIIEIIHOH aTake.




Pa3paborka

NPOrpamMmHbIX
Heno/IHaA 3aWuTa KOMMNbIOTEPOB B
WHCTPYMEHTOB, KOTOpbIE
KOMNbIOTEPHDbIX CUCTEM XaKepCKUX cTpatermax
aBTOMaTU3UPYIOT aTaKM

HeapeKkBaTtHasa u PacTyLwiana posb YacTHbIX




p

Cuctema, K KOTopou
nony4yeH gocryn,

\

3alMLlEeHa cpeacTBamMu

6e3onacHoCTU

<
a

A

Hapywutenb nmen
onacHble HamepeHua

4
N

4




MHbOPMaLIMOHHBIN LUNUOHAXK

MUcnonb3oBaHue
nporpamm ansa
CKaHUpPOBaHUA
He3alWMULEeHHbIX
nopTos

«ncumxonoru-
YeCKdadf aTaKa»

MUcnonb3oBaHue

nporpamm ans
obxopa cpeacrts
3alUUTDI

TMeproEamEHEED EOMIBHTED

[lomomroaeHme

ETABHATYPEL ~‘

FaasHaTyp- \
HEIEH OITHOE




He3aKoHHbIM nepexsaT

Paguyc JeHCTBHA
CHTHATA

K epTEa, HCIOTEIVEOMIAA
OECIIPOBOIHVED CETE

IIpapoEapyIIFATENE




NcKaxkeHne MHpopmaLum

--------------------------
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[MpecTynneHun, cBi3aHHble C KOHTEHTOM




KneseTa n panblumsana UHPOPMaUUA




Cnam u cBA3aHHbIe C HUM Yrpo3bl
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Cloud Baseu
Mail Filter

To FI..p.t

Network Network + Outgoing Mail

Corporate
Mail Server




Cnam u cBA3aHHbIe C HUM Yrpo3bl

IToassoraTens, KOTOPEIE B JONOJIHEHHE
IPeJOCTABIAeT VCIVTH CEpBepa

[Tosp30BaTETE, HE HMEIOIIHA
G VHKIIHH CepBepa




[pecTynneHus, cBA3aHHbIE C NpaBaMu cOBCTBEHHOCTH
M TOBapPHbIMM 3HAKaMM

CERTIFICATE




TexHONOrUA

OAHOPAHroBbIX
(P2P)
B3aMMOOTHOLLUEHUM

Person to
Person (P2P)




[lpecTynneHuna, cBA3aHHble C TOBAPHbIMM
3HaKamMu

NUcnonb3oBaHue

TOBAapPHbIX 3HAKOB B
COBEpPLUEHUM
npecTynaeHumn c
Lenblo BBeAEeHUA
YXepTBbl B
3abnyxkpeHue

lNpectynneHus,
CBA3aHHble C
AOMEHaMn Unum
MMEeHaMM




[1pecTynneHusn, cBA3aHHbIE C
KOMNbOTEepamu

MoLleHHNYECTBO C
MCNo/ib3oBaHMEM
KOMNbloTepa

MNMopnor c ucnonb3oBaHuem

KomnbloTepa, PULLIKHT U
KpaXXy UAEHTUYHOCTH

HepnasunbHoe
MCNo/Ib30BaHME YCTPOUCTB



MouweHHU4YecTBo C OHNaUHHOBbLIMU
ayKUMOHaMM

BbicTaBneHUe HA npoAaarky
HecyL,ecTBYIOLWMX TOBAapOB
n TpeboBaHue aBaHCOBOM
onsaTbl NOKYNKU A0 ee
AOCTaBKMU

[NToKynKu ToBapom u
npocbba aocrtaButb 6e3
HamepeHUa onaaTuTb




KpaXa AeHTUYHOCTU

Homep counanbHOro ctpaxoBaHusA
(SSN) nan Homep nacnopra

JaTta poxxaeHusa, agpec u Homep
TenedoHa

Maponb K HedpUHAHCOBbIM YYETHbIM
3anucam

Maponb K pUHAHCOBBLIM cyeTam

@ NPW BANK™

Dear Customer,

we would like to inform you, that we nead to venfy you account. In the last weeks
we received a number of complains with regard to phising mails. To avoid problems
we are asking you 1o visit the following web-site:

www.npwbank-online com/sacurity-chack/

If you do not go through the procedure within 24 hours we unfortunately need 10
close you account.

Thank you very much for your cooperation




KomMbuHMpoBaHHble NpecTynaeHus

mm Knbepreppopusm

OTmbiBaHUe AeHer ¢

MCNO/Ib30BaHUEM
KomnblotepHbIxX
TEXHO/I0TUMN




OTmbiBaHuMe geHer ¢ UCNoJsiIb30BaHUEM

KomnbloTepHbIX TEXHONOMUM

PasmelleHue

~ IIpaBoHapVIIHTETH

Y =

OH1aMHO-
l‘ BOS Ka3HHO

PaccnoeHue

BHpTVaIsHED NOCTABIIHE
VCIIVT 0OMEHa

CYMMMUPOBaAHUE




OUWINHT




Cnacmnbo 3a BHUMaHUe



